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Installation, Configuration and Operation Manual for the Cisco VPN
Client software deployed within the ESDI System.
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1. Introduction

This Manual describes the installation, configuration and operation of the Cisco VPN
Client software for the purposes of communication with KDPW within the ESDI
System.

The Cisco VPN Client software is provided to ESDI users by KDPW in accordance
with the Cisco licensing terms and conditions which authorise making the software
available to third parties, on condition that it is solely used for the purposes of
establishing connections between the client's system and the VPN Cisco concentrator
operated at KDPW.
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2. Cisco VPN Client Installation Manual

Cisco VPN Client Software is provided on a CD. It is acceptable to install this
software an any number of ESDI client stations which are used to establish a VPN
connection with the VPN hub in the KDPW network.

Prior to commencing the VPN Client software installation, please log in as the local
administrator of the workstation. It is recommended to close all running applications.

Proper operation of the Cisco VPN Client software requires that communication
between the client station and the VPN hub in the KDPW network is maintained.
Therefore, please configure the client's network devices (routers, firewalls, etc.) so as
to allow network traffic between the client station and the KDPW's VPN hub available
in the Internet at the following IP address: 195.85.243.25 (tcp 55005).

If the client station is running a personal firewall, a reconfiguration may be required.
The firewall's settings must allow communication between the client station and the
KDPW's VPN hub available in the Internet at the following IP address: 195.85.243.25
(tcp 55005).

PLEASE NOTE:

If Cisco VPN Client is installed on a Windows XP SP2 workstation where a
firewall is enabled, the firewall needs to be re-configured by adding the following
exceptions for incoming traffic:

udp 500

tcp 10000

udp 4500

tcp 55005

tcp 62514

udp 62514

tcp 62515

udp 62515
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2.1. Run "'vpnclient_setup.exe™ from the installation directory on the installation CD to
begin installation:

(& C:',vpn.6.01.0019-k9 18| x|

Pli.  Edvcja  Widok Ulubione  Marzedzia  Pomoc | :,'
- &Y - @ i S

G \Wstecz d l_ﬁ' ‘ P Wyszukaj i Faldery

Adres |23 Cilvprd.5.01,0013-k3 | EJ Praeiz |chza e

ﬁ DelavInst, exe
Zadania plikow i folderdw = [Finstallservice.exe

. , ginstmsi.exe
= Utwérz nowy Folder ginstmsiw e

@ Publikoj ten folder w sieci 2] sig.dat
web =
wpnelient_fe.msk
wpnclient_help_Fc.mst
I vondlient_help_fc_WISETRFM_13.cab

E}’ Udastepnij ten folder

Inne miejsca % wpniclient_help_jp.mst
& vpndlient_help_jp_WISETRFM_g.cab
g Dysk lokalmy (C2) wpniclisnt_jp.mst
lD Maje dokurnenty 5_5 vpnclient_setup exe
'_‘J M&j komputer _'-}vpnclient_setup.ini

\:g Maoje miejsca sieciowe ﬁ]vpncllent_setup.mm

Szczegily ¥

cﬁstart| || €\wpn.6.01.0019-ka @0 H 00

2.2. In the following window

Cisco Systems ¥PN Client 4.6.01.0 ﬂ

Thiz installation can be dizplayed in multiple
languages. Pleaze zelect the language to display from
the lizt below.

Japaneze

French [Canadian)

| k. I Cancel

choose the installation procedure language and click ""OK".
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2.3. In the following window

Welcome to the Cisco Systems
VPN Client 4.6.01.0019
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before running thiz zetup program.

Click Cancel to guit the setup program, then close any programs
wou have running. Click Mest to continue the ingtallation.

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inauthaorized reproduction or diztribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the mawimum extent possible under law,

=101

< Back | Memt » I Cancel

click ""Next >".
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2.4. In the following window
ii,? Cisco Systems ¥PN Client 4.6.01.0019 Setup - 0] x|

License Agreement

Y'ou must agree with the license agreement below to proceed.

CLIENT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS.

0
I 3

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE AGREEMENT SET
FORTH BELOW. BY CLICKING "YES" ON THIS SCREEN, YOU INDICATE
THAT YOU AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF
THAT AGREEMENT. THEREFORE, PLEASE READ THE TERMS AND
CONDITIONS CAREFULLY BEFORE CLICKING ON "YES™. IF YOU DO NOT
AGREE TO THE TERMS AND CONDITIONS OF THE AGREEMENT, CLICK

"MO™ ON THIS SCREEN, IN WHICH CASE YOU WILL BE DENIED ACCESS

TO THE SOFTWARE. hd

{+ | accept the license agreement
| do nat accept the license agreement

Reszet | < Back | MHext = I Cancel |

check the radio button "'l accept the license agreement™* to accept the licence
agreement, and click "*Next >** to continue.

2.5. In the following window
ii,? Cisco Systems ¥YPM Client 4.6.01.0019 Setup =10 =|

Destination Folder

Select a folder where the application will be installed.

Q

The Wize Installation Wizard will inztall the files for Clzco Systems WPH Client
4.6.01.0019 in the following folder.

T inztall inta a different falder, click the Browse button, and select anather folder.
'ou can chooge not ta inztall Cizco Systems WPM Client 4.6.01.0013 by clicking Cancel
to exit the "wWize Inztallation *izard.

" Destination Folder

C:%Program FileshCizoco SyztemszyWPH Clienth, Browze |

< Back | Mest > I Cancel

select the folder where the application will be installed, and click "*Next >"".



The National Depository for Securities - KDPW S.A.

2.6. In the following window

i'&:" Cisco Systems ¥PN Client 4.6.01.0019 Sebup 0] x|
Ready to Install the Application 6
Click Mest lo begin installation. g
B ™.

Click. the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

¢ Back | et = I Caricel |

click ""Next >".
The process of copying the files may take several minutes to complete.

2.7. In the following window
i-;‘tE" Cisco Systems ¥PN Client 4.6.01.0019 Setup =01 x|

Cisco Systems VPN Client
4.6.01.0019 has been
successfully installed.

Click the Finizh button to exit this installation,

¢ Back | Finizh I Eanzel

click the ""Finish"* button to exit the installation.
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2.8. In the following window

ii;;:'! Installer Information

au ozt regtart yaur sustem far the canfiguration changes made
to Cizoo Systemz WPR Client 4.6.07.0013 to take effect. Click
=" Yesz torestart now or Mo if vou plan to restart manually later.

Yes

Mo |

]

click ""YES™ to restart your system.

2.9. With the above steps successfully completed, the Cisco VPN Client installation is

finished.
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Cisco VPN Client Configuration Manual

3.1. Run Cisco VPN Client to configure the software.
Start > Programs > Cisco System VPN Client > VPN Client

3.2. Using the graphical user interface, create a new connection entry by choosing
"New..."" from the "*Connection Entries'* menu.

# ¥PN Client - ¥ersion 4.6.01.00149 =10 x|

Conneckion Enkries Status Certificates Log Options Help

Cormeet to E3L1 who o N Cisco Srstens
Disconmect CEr|HD _;l N

dify Delete
Create Shaortcuk
[odify, ..

I Host I Tranzport

Delete
Duplicate

Set as Default Connection Entey

Import...

Exit YPM Client Chrl+G

1]

| Mok connected.

N

-10 -
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3.3. In the "New Connection" dialog box, enter the following values:

e In"Connection Entry:* field ESDI
(any name to identify the connection).

e In "Description:" field Connection with ESDI system at
KDPW

(any description to specify the connection).

e In"Host:" field 195.85.243.25
(1P address of the KDPW's VPN hub).

# ¥PN Client | Create New ¥YPN Connection Enkry

Connection Entry: IESDI

Dezcription: IF'DI'aczenie z zpztemem ESDI w KDPW 5.4, jl. ]

Host: 195.85.243.25

Authentication ITranspu:urt | Backup Servers | Dial-Up |

% Group Authentication  Mubual Group Authentication

Harme: I

Fazzword: I

Confirm Paszward: I

" Ceglificate Authentication

I arme; I ;I

[T Send CA Certificate Chain

Eraze [lzer Fazaword | Save Cancel

-11 -
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3.4. In the "New Connection" dialog box, in the **Authentication™ tab:

e Check the radio button "*Group Authentication™".

e Inthe "Name:" field enter the name of the group provided by KDPW

e Inthe ""Password:" field enter the password of the group provided by
KDPW

e Inthe "Confirm Password:"" field retype the password of the group

provided by KDPW

# ¥PN Client | Properties for "ESDI" 5[

Connection Entry: IESDl

Dezcription; IF'Dchzenie z spztemem ESDI w EDPW 54, jl.

Hast: 195,85 243,25

Authentication ITranspu:urt | Backup Servers Dial-lp |

*  Group Suthentication ™ Mutual Group Authentication

Mame: I |

Pazzword: I

Confirm Pazsword: I

" Cegtificate Authentication

M ame: I j

[T Send A Certificate Chain

Eraze User Pazsward | Save Cancel

-12 -



The National Depository for Securities - KDPW S.A.

3.5. In the "New Connection" dialog box, in the *"Transport' tab:
e Select the "Enable Transparent Tunneling™ option
e Check the radio button ""IPSec over TCP"

e Inthe "TCP Port:" field, enter the following value: 55005.

# ¥PN Client | Create New ¥PN Connection Entry

Connection Entry: IES Dl

Dezcrption: IF'::Jrqczenie z gystemem ESDI w EDPW S A, jl.

Host: 195,85, 243.25

Authentication | Transpaort IBackup Servers | Dial-lp |

¥ Enable Transparent Tunnheling
{ |PSec over UDP [ MAT / PAT |

v |PSec over TCP TCP Port: IEEEIEIEI

[T Allow Local LAK Access

Peer rezponze timeout [zeconds]; IEIIJ

Eraze |lzer Fazzword | Save Cancel
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3.6. The ""Backup Servers' tab in the "New connection™ dialog box should be left

unchanged.
# ¥PN Client | Create New ¥PN Connection Entry x|

Connection Entry: IESDI

Descrption: IF'Dchzenie z gystememn ESDI w KDPwW S.A, _{I.

Host:{195.85.243.25

IDiaI-Llp |

Authentication | Tranzport

[ Enable Backup Servers

Bemowve

e |
_r |
¥ |

Eraze zer Paszword Save Cancel
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3.7. If your Internet connection is established through a Local Area Network (LAN), the

"Dial-Up' tab in the "New Connection™ dialog box should be left unchanged
(disregard subsection 3.8 of this Manual).

# ¥PN Client | Create New ¥PN Connection Entry

Connection Entry: IES Dl

Dezcrption: IF'::Jrqczenie z gystemem ESDI w EDPW 5S4, _{l. ]

Hast: [195.65.243.25

Authentication | Tranzpart | Backup Servers | Dial-Up |
[ Connect ta Internet via dialup

* | Microzoft Dial-lUp Nebworking

Ehonebook Entr:

= Third party dial-up application

Application: Browsze |

Eraze |lzer Fazzword Save Cancel

-15-
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3.8. If your Internet connection is established through "dial-up" networking, in the *'Dial-
Up™ tab, in the "New Connection" dialog box:

e Select the ""Connect to Internet via dial-up®* option.

e Choose the relevant connection type: "*Microsoft Dial-Up Networking'* or ""Third
party dial-up application™.

e If you check the radio button ""Microsoft Dial-Up Networking"', in the
""Phonebook Entry:* field select the pre-configured Internet connection.

e If you check the radio button *"Third party dial-up application™, indicate the
access path to the application used to establish the Internet connection.

# ¥PN Client | Properties for "ESDI" El

Connection Entry: IES Dl

Descriptiorn; IF'I:Jrqczenie z gystemem ESDI w EDPW 5.4, ji.-'

Host: 195 85243 25
Authentication | Transport | Backup Servers | DialUp |

¥ Connect ta lntermet via dial-up

+ Microsoft Dial-Up Netwarking

Phonebook Entry: [nternet ;I

" Third party dial-up application

Applicatian: Browse |

Eraze [lzer Pazaword Save

3.9. With the above steps successfully completed, click "Save" to save the new
configuration settings.

-16 -
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4. Cisco VPN Client Operation Manual
4.1. Establishing VPN connection with KDPW
To start VPN connection with KDPW:

¢ Run Cisco VPN Client.
Start > Programs > Cisco System VPN Client > VPN Client

e Use the graphical user interface of Cisco VPN Client to start the pre-
configured connection with KDPW by double-clicking on it.

# ¥PN Client - ¥ersion 4.6.01.0019 =10l x|

Conneckion Entries  Status Cerkificates Log Ophions Help

| £= ;
gﬁ Cisco SysTims

Connect [ e [rmpirt b ccdify Delete

Cannection Ertries IEertificates | Log |

Entry  /

«| |

| Mok connecked,

¢ In the following dialog box:
# ¥PM Client | User Authentication for "ESDI™ El

Enter Uzername and Pazzsward.

Cisco SYsTEMs

Username: I

« Paszzword: I

s Cancel |

enter your Username and Password, and click ""OK"'.

e Once the VPN tunnel is established, the following icon is displayed in the
system tray (next to the system clock): ]

-17 -
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4.2. Closing VPN connection with KDPW
To close the VPN connection with KDPW:

e Run the Cisco VPN Client graphical interface.
Start > Programs > Cisco System VPN Client > VPN Client

e Right-click on the active connection and select the ""Disconnect’” option from
the context menu.

# ¥PN Client - Yersion 4.6.01.00149 =101 x|

Conneckion Entries Status Cerkificates Log Opkions Help

I £ :
gﬁ Cisco SYSTEMS

Dizconnect e Irport b adify Delete

Connection Entries IEertificates | Log |

Tranzpart

Connection Enty £

Canneck

Disconneck

Cuplicate

Delete

Create Shortcut

Maodify.. .
Erase Saved User Password
i | Set as Default Connection Enkry | ﬂ
| Connected to "ESDI", Connected Time: O dayis), 00:09.51 |E| 5

e Once the VPN tunnel is terminated, the following icon is displayed in the
system tray (next to the system clock): (2]

-18-
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